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Some Japanese Cases
1. Ownership on bitcoin deposited to a cryptoasset exchange in Japan
2. The amount of a customer’s claim for return of the deposited cryptoassets 

against a cryptoasset exchange in the insolvency proceeding of the 
exchange

3. The nature of cryptoassets created as a result of hardfork
4. Existence of bailment, benevolent intervention, unjust enrichment of the 

cryptoasset that was mistakenly transferred to the cryptoasset exchange
5. Return of cryptoassets as the restoration to original state when a business 

transfer agreement was cancelled
6. Tort for mis-selling of tokens created under Maltese law
7. Location of the act of computer fraud in a criminal case
8. Customer’s property right on cryptoassets held by a cryptoasset exchange, 

infringement of property right by torts, change of the location of cryptoasset 

No express discussion about PIL in Case 1-6
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Some Cases in Japan (1)

´ Tokyo District Court Judgment, August 5, 2015 (LEX/DB25541521)
´ Upon the bankruptcy of Mt. Gox, a cryptocurrency exchange 

incorporated under Japanese laws, a customer who had deposited 
Bitcoins with Mt. Gox brought a suit against the bankruptcy trustee, 
claiming that the deposited Bitcoins were owned by him and seeking 
restitution based on a right of segregation. 

´ Issue: Ownership on bitcoin deposited to an intermediary
´ Japanese law was applied without discussion on PIL and no ownership 

on bitcoin was recognized.
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Some Japanese Cases (2) 

´ Tokyo District Court Judgement, February 26, 2024, Kinyu Shoji 
Hanrei Vol.1696, p.42
´ A creditor of Mt. Gox, who lives in the US, filed an objection to 

the assessment of its claims in the civil reorganization proceeding 
of Mt. Gox, arguing that the accounts that should be held by the 
creditor were not reflected in the assessment, and that 
unauthorized withdrawals have been made by a person other 
than the creditor. 

´ Issue: Claims against an intermediary for return of the deposited 
bitcoin and bitcoin cash

´ Japanese law was applied without discussion on PIL and the 
objection was rejected.
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Some Japanese Cases (3) 
´ Tokyo District Court Judgement, December 20, 2019, Kinyu Shoji Hanrei No. 1590, 

p. 41
´ A customer who had deposited Bitcoin claimed the transfer of Bitcoin Gold 

following the customer’s instruction, arguing that the contract between the 
customer and the exchange was a contract for deposit of fungibles, and that 
Bitcoin Gold that branched off from Bitcoin as a result of the hard fork 
belonged to the customer because it was the same deposited property or the 
fruit of the same deposit as the original Bitcoin. 

´ Issues: Nature of Bitcoin Gold, The duty of Exchange regarding the Bitcoin 
Gold

´ Japanese law was applied without discussion on PIL, and the Court rejected 
the customer’s claim based purely on the contract law aspect, stating that 
there was no express or implied agreement between the parties regarding the 
treatment of cryptoassets generated as a result of hard fork, because there 
was no such provisions, Bitcoin Gold was not listed as the cryptoassets that the 
exchange would deal with, and the exchange had not developed necessary 
system to deal with Bitcoin Gold.
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Some Japanese Cases (4) 
´ Tokyo District Court Judgement, July 31, 2020, Kinyu Shoji Hanrei No. 1605, p. 40

´ A customer who had an account at a cryptoasset exchange. The account agreement said 
that users hold all responsibility for sending cryptoassets that are not dealt with by the 
exchange to users’ accounts. The customer sent Bitcoin from his Bitcoin address to his account 
at the exchange, but that information also contained the transfer of USD Tether to its account. 
Because the exchange did not have a system to handle Tether, the customer was not able to 
withdraw or transfer the Tether unless the cryptoasset exchange would make a system 
improvement, which the exchange refused. The customer requested the return of the Tether 
arguing that there was a quasi-bailment agreement for Tether. benevolent intervention in 
another's business, or unjust enrichment. 

´ Issues: Bailment, Benevolent Intervention, Unjust Enrichment

´ Japanese law was applied to all issues without discussion on PIL, and the Court rejected the 
customer’s claim stating that there is no quasi-bailment agreement or benevolent intervention 
in another’s business considering the exchange did not list Tether as one of the cryptoassets it 
was handling, and that it was not able to handle it unless it made the necessary system 
improvement. Also, the judgment opined that, considering that the exchange itself was not 
able to dispose of Tether without the system improvement, no unjust enrichment existed for the 
exchange.
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Some Japanese Cases (5)

´ Tokyo District Court Judgement, August 24, 2023, LEX/DB25612386
´ The plaintiff, a Thai corporation, entered into a contract with the defendant, 

a Japanese corporation, to transfer part of its business related to the 
cryptocurrency Tavittcoin. As part of the transferred assets, the plaintiff 
transferred 5 million Tavittcoin to the defendant. However, since the 
defendant failed to pay the consideration for the business transfer, the 
plaintiff terminated the contract. Regarding the restoration to the original 
state after the termination, the plaintiff claimed payment of 70 million yen, 
calculated based on the price of Tavittcoin at the time of the initial transfer, 
as it was difficult to return the actual cryptocurrency (Tavittcoin had 
become almost worthless at that point).  No information about the choice 
of law in the business transfer agreement.

´ Issue: Duty of restoration to the original state

´ Japanese law was applied to all issues without discussion on PIL and the 
Court ordered the defendant to return Tavittcoin to the plaintiff. 
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Some Japanese Cases (6)

´ Tokyo District Court Judgement, February 14, 2024, LEX/DB25613730
´ The defendant, a Japanese corporation, solicited and induced the 

plaintiff, an individual residing in Japan, to purchase tokens organized 
by G, a Maltese corporation, and governed by Maltese law. The 
plaintiff claimed that the defendant's solicitation was illegal because it 
did not comply with the registration requirements under Japanese 
financial regulations and that the explanation provided was 
insufficient. The plaintiff sought damages based on tort and other 
claims.

´ Issue: Torts, mis-selling
´ Japanese law was applied to all issues without discussion on PIL, and 

the Court found that the defendant's explanations were insufficient 
and held the defendant liable for damages.

9



Some Japanese Cases (7)
´ Tokyo High Court Judgement, March 22, 2022, High Court Criminal Case Digest 

(Koto Saibansho Keiji Saiban Sokuhoshu), 2022, 118.
´ A person who caused NEM, a virtual currency illegally stolen from a crypto exchange 

through unauthorized access, to be sent to his own NEM address, knowing that the NEM 
had been illegally stolen, was charged with a crime under Article 11 of the Act on 
Punishment of Organized Crimes and Control of Criminal Proceeds. As a preliminary point, 
it was disputed whether the act of stealing NEM from a cryptocurrency exchange by an 
unknown person constituted computer fraud. However, under Japanese criminal code, 
computer fraud is only applicable if the crime was committed within Japan or if the 
perpetrator is a Japanese national. Therefore, the issue was whether the act of stealing 
NEM was committed within Japan.

´ Issue: Criminal Case: Place of illegal act (computer fraud)

´ Court concluded that the computer fraud was committed at least partially in Japan 
stated as follows: Among the 11 NEM thefts, in the sixth theft, information regarding the 
transfer of NEM was approved at a privately managed supernode located in Tokyo, and 
the approved information was transmitted from that node to all nodes, resulting in the 
blockchain containing that information being shared among all nodes. Furthermore, all 
information regarding the transfers related to the 11 thefts has been recorded and stored 
on Node A.
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Some Japanese Cases (8-1)
´ Tokyo District Court Judgement, April 25, 2024, LEX/DB25615546

´ According to the plaintiff, who has its principal office in the British Virgin 
Islands, the plaintiff had deposited 570 BTC with Kraken, a U.S. 
cryptocurrency exchange, but the funds were unlawfully withdrawn by 
an unknown party. Upon tracing the BTC in question, the plaintiff 
discovered that it had been transferred to the defendant's address, a 
Japanese cryptocurrency exchange company, after several transactions, 
and subsequently mixed with other BTC and transferred to a pooling 
address, making further tracing impossible. The plaintiff claims that the 
defendant failed to fulfill its obligations to establish anti-money laundering 
measures, investigate suspicious transactions, and freeze accounts, 
rendering the tracing of the BTC impossible, and seeks damages based 
on tort liability.

´ This is the first case in which PIL issues were considered. 
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Some Japanese Cases (8-2)
´ The plaintiff’s arguments 
1. Under Japanese PIL, the acquisition or loss of property rights is governed by the law of 

the location of the subject matter at the time the relevant facts are completed 
(Article 13(2) of Act on General Rules for Application of Law ). 

2. In this case, the cryptocurrency deposited with an exchange should be the 
connecting factor, and since Kraken's headquarters is in California, California should 
be the connecting factor.

3. The plaintiff had property rights under California law regarding the BTC in question. 
4. At the time of the tortious act, the BTC was deposited with the defendant. Under 

Japanese PIL, the effects of property right are governed by the law of the location of 
the subject matter (Article 13 (1). 

5. The BTC was deposited in the defendant, Japanese cryptoasset exchange, so 
Japanese law should be applied to the effect of property right of the plaintiff. 

6. Since the plaintiff had acquired property rights under California law, the plaintiff's rights 
should be treated as ownership rights under Japanese law, which are analogous to 
property rights under California law.

7. Therefore, the defendant's tortious act infringed upon the plaintiff's ownership rights in 
the BTC.
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Some Japanese Cases (8-3)
´ The court dismissed the plaintiff’s claim mainly based on the 

understanding that persons who don’t control private keys by themselves 
and indirectly hold cryptoassets through intermediary don’t acquire 
property right both under California law and Japanese law.
´ There are some doubts about this conclusion, but...

´ PIL issues 
1. If a tortious act infringes on property rights related to cryptocurrencies, 

which country's laws should apply? 
2. Which country's laws should govern the property rights over crypto 

assets managed by an exchange?
3. After property rights for cryptocurrencies are established in a country 

(A), if those cryptocurrencies are transferred to another country (B), 
should the validity of the property rights be determined based on the 
laws of country A? Should the effect of those property rights be 
determined based on the laws of country B?
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Some Japanese Cases (8-4)
The court’s view in the judgement

1. If a tortious act infringes on property rights related to cryptocurrencies, 
which country's laws should apply? 
´The nature of the rights held by the plaintiff at the time of the tortious 

act is characterized as a legal issue separate from the issue of tort 
under private international law.

2. Which country's laws should govern the property rights over crypto assets 
managed by an exchange?
´There is room to consider that the most closely related location to the 

plaintiff's holding of the BTC in question through Kraken was California, 
and therefore, there is room for California law to be the governing law 
regarding the issue of the rights acquired by the plaintiff with respect 
to the BTC in question.
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Some Japanese Cases (8-5)

3. After property rights for cryptocurrencies are established in a country (A), 
if those cryptocurrencies are transferred to another country (B), should 
the validity of the property rights be determined based on the laws of 
country A? Should the effect of those property rights be determined 
based on the laws of country B?
´ The effect of property rights shall be determined by the law of the 

place where the subject property is situated.
´ Even if the plaintiff were to have property rights under California law, 

under Japanese law, individuals who indirectly hold cryptocurrency 
are not recognized as having ownership or property rights (even if they 
hold rights to some form of property value, these are not property 
rights). Therefore, property rights under California law would not be 
treated as property rights under Japanese law, and rights similar to 
ownership under California law would not be recognized as ownership 
of cryptocurrency under Japanese law, which does not recognize 
ownership of cryptocurrency.
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Typical situations where jurisdiction and 
governing law may become issues (1)
´ Recovery and seizure of stolen cryptocurrency

´ Identification of theft offenders and tracking of stolen assets
´Defendant must be identified (no “persons unknown” type civil 

litigation)
´Limited power of courts to order information production and assets 

freeze
´ Jurisdiction (Primary Suit, Provisional Measure)

´Location of defendant: Difficulty to locate defendant
´Action on a property right/provisional measures: Location of property
´Action for a tort: Place where tort occurred

´  Governing Law
´Property right
´Tort 
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Typical situations where jurisdiction and 
governing law may become issues (2)
´ Right of customers/ Duty of cryptoasset exchanges

´ Governing law
´Contract: Agreement using smart contracts?
´ Property right: Conflicting views regarding the party autonomy on the governing 

law on property rights

´ Tort

´ Insolvency
´ Rights of customers in insolvency

´ Parallel insolvencies: FTX Case: Which procedure creditors and assets will be subject to

´ Tokenization
´ Governing Law

´ The linkage between rights in assets/claims and tokens
´ Property aspects of tokens

´ Structured transactions using cryptoassets as securities 
´ Governing Law

´ Security interest 
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Thoughts on some issues (1)
´ Identification of the location of cryptoassets and the defendant

´More enhanced measure to gather information and freeze under 
Japanese law and International cooperation mechanism

´ Persons unknown type civil action
´ Jurisdiction

´ Rather than being overly concerned with mechanisms that utilize block 
chains or the Internet, jurisdiction should be determined by focusing on 
the real-world parties and objects that are actually involved in the 
dispute.

´ For example, in the event that tokens are stolen through hacking, the 
place of residence of the most recent token holder, who is the victim, 
could be considered the place of the illegal act. Also, in case of the 
cryptoassets linked to other assets/claims, the location of such 
assets/claims could e considered the location of the property.
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Thoughts on some issues (2)
´ Governing law on property rights

´ Link with other assets
´ The extent to which digital assets are linked to other assets (whether holders of digital 

assets are treated as holders of rights to other assets, whether the transfer of digital 
assets also transfers rights to other assets, etc.) shall be governed by the law applicable 
to the other assets.

´ The property issues of tokens
´In the case of tokens managed by an intermediary, the laws of the location 

of the intermediary where the token is managed
´If the token represents other assets, the law of the location of those other 

assets (the governing law of those other assets)
´If the applicable law is chosen by the participants in the distributed ledger, 

that law should be applied.
´If no law is chosen and there is a central party who administer/control the 

system, the law of the location of that person should be applied.
´If neither of the above applies, the law of the location of the holder of the 

relevant tokens

19



Thoughts on some issues (3)

´ Governing law on property rights (continued)
´ How are property rights established in one country handled in another 

country?

´ Governing law on torts
´ In the event that a token is stolen, the law of the location of the 

person who possessed the stolen token shall apply. 
´ If the token is linked to other tangible assets, the law of the 

location of the other tangible assets shall apply.
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My relevant articles
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´ Chapter 26 Blockchain and Japanese Private International Law, in 
Andrea Bonomi, Matthias Lehmann, and Shaheeza Lalani ed., 
Blockchain and Private International Law (Brill, 2024), 765-789 
(https://doi.org/10.1163/9789004514850_028)

´ 「資産のデジタル化に伴う国際私法・国際民事訴訟法上の課題」信託とデジタ
ル技術等研究会研究報告書『信託等におけるデジタル技術、ＡＩ、スマート
コントラクトの利用の課題』131頁ｰ156頁 (https://trust-
mf.or.jp/pdf/other/2024_02.pdf)

´ General Report and Japan, Matthias Lehmann and Tetsuo Morishita eds, 
Cryptocurrencies in National Laws: A Global Survey (Brill, 2025) 1-68, 431-
466

´ Chapter 14 (Insolvencies of Crypto Exchanges: Experiences of Japan, in 
Christian Koller and Matthias Lehmann eds, Digital Assets in Enforcement 
and Insolvency (Hart Publishing, 2025), 219-233



Thank you 
very much
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